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1. Basics

Cynap Bridge uses a Linux operating system. The distribution is a WolfVision specific variant,
which in addition to the Linux kernel contains only the individual libraries and packages
required for the functionality of Cynap Bridge. This operating system is efficient, secure and
lean. The operating system is installed after the installation process, and every update is
installed to a read-only partition that cannot be changed after the installation process. This
feature and the strict separation of system and user data, such as pictures, videos etc. ensures
a very high level of system security. The system structure is protected against any external
access, and it does not require additional security programs (antivirus, firewall, etc.). The Cynap
Bridge system includes all viewer and software packages, and no additional licenses are
required.

The current hardware specifications, connectors, delivery, and technical specifications can be
found on our website www.wolfvision.com.
A VESA mountis included and a DC power supply is available as optional accessory.

1.1. Before starting

Define if the Cynap Bridge will be added to the vSolution Matrix as Sender, or as Receiver.
Consult the Network Integration Guide of Cynap Pro.

Check the existing infrastructure and define the required equipment and settings.

Various examples in this document show the different ways in which Cynap Bridge can be
integrated into the network.

When connecting Cynap Bridge to LAN 1 and LAN 2 at the same time, please use different IP
ranges in order to prevent address conflicts.

The listed IP addresses in this are only examples.

Cynap Bridge can be treated as a standard network device and it is as secure as the supporting
network.

Cynap Bridge cannot be considered as a router, switch or firewall. Communication to other
networks and access must to be controlled using your existing equipment (firewall, router,
switch and so on).

1.2. Attention
When using vSolution Matrix, LAN 1 has to be used to connect all stations together.

Guide

This guide will assist you in setting up the network correctly. Please note that to connect a
Cynap Bridge to an existing company network, some information from the local administrator
is required.

1.3. LAN / Ethernet settings

To achieve optimum network performance, all network devices such as switches, wireless
controllers (WLC), access points (AP), etc. have to be powerful and suitable for your customised
Cynap setup requirements.

Energy Efficient Ethernet (EEE) or ‘Green ethernet’ (IEEE 802.3az) should be disabled for full
performance.
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On-premise managed devices benefit from lower lag for real-time applications. Please always
consult the documentation of the network devices used in your infrastructure.

All network interface controllers (NICs) in Cynap systems are strictly separated to ensure
maximum security. The Cynap Bridge offers two LAN ports.

The (by default) strictly separated NICs can optionally be routed to allow for HTTP (port 80) and
HTTPS (port 443) traffic, including DNS (port 53).

1.4. LAN port

The LAN port enables integration of Cynap Bridge into an internal network. Administrators of a
large number of Cynap Bridge systems can use the LAN port to control, support and update all
of their units from their local desktop PC.

The list of applications for the Cynap Bridge LAN port is constantly increasing. It can be used
for controlling, capturing still images, viewing live video streams, firmware updates,
adjustments, menu settings and for maintenance purposes. Some features are only supported
when using vSolution Link Pro software.

The following protocols are supported: TCP/IP, IGMP, RTP, RTSP, UDP, LLDP and ARP.

Supported (tested) internet browsers are: Microsoft Edge, Firefox, Chrome, and Safari.
By default, DHCP is activated to receive all network settings automatically from the server.>
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2. User Interface

Cynap Bridge can be controlled using any current standard browser. The user interface has
been developed using the latest web programming standards, and this means that there is no
need for additional add-ons or plugins such the Java Platform, in order to have full control of
Cynap Bridge. HTMLS5 technology only requires a browser that can handle JavaScript and
Websockets, and this has been state-of-the-art for the last few years. You can also adjust the
settings using USB mouseé&keyboard, or USB touch screen.

Cynap Bridge can also be used in combination with room management systems.
Communication is possible via the Wolfprot protocol. More information about this protocol can
be found in the support section of our website www.wolfvision.com .

The vSolution App application allows smartphones / tablets / PCs (i0S, Windows, Android) to
control Cynap Bridge over the network, wired or wireless. More information about the
vSolution Control App can be found on in the support section of our website
www.wolfvision.com

v1.0 Page 6



Network Integration Guide: Cynap Pure Pro Next Gen

3. Administration

Cynap Bridge can be managed using the vSolution Link Pro software.

With vSolution Link Pro software, administration tasks can be performed for multiple Cynap
Bridge systems. With this admin tool, you can perform central firmware upgrades as well as
determining the state of Cynap Bridge and Wake-on-LAN (WoL). You can also create, manage,
and distribute a settings profile to all Cynap Bridge systems using vSolution Link Pro software.
More information about vSolution Link Pro software can be found in the support section of our
website www.wolfvision.com.
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4. Security

4.1. Admin password

Defines the necessary password for administrator access. This login data is needed to change
settings. Using the login data, an administrator can connect to Cynap Bridge at any time. The
default password is “Password”. Remember to make a note of any changed passwords!

4.2. Login Security

Accessing Cynap Bridge can be protected by authentication (admin, moderator or PIN).

To prevent unauthorized access of the settings, the admin password needs to be entered once
per session.

4.3. Network Security

Accessing Cynap Bridge can be limited to secure connections only (https). Please note, the
accessing application needs to support SSL / TLS (e.g. the most modern browsers are
supporting HTML5 and SSL /TLS).

Wolfvision support access can be prohibited by disabling SSH.

4.4. LAN Security
When using wired network, use authentication (according 802.1x) to maximize security.
When using certificates, load it busy using the Web Interface.

Security Settings
To limit http/https access, and to disable the support of USB storage devices.
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5. Network Integration Scenario

Follow the connection guideline of Cynap Pro and vSolution Matrix.

By default, all network interfaces are isolated from each other and no routing is performed
between network segments. This separation enhances security and simplifies device
administration. Optionally, HTTP/HTTPS routing can be enabled to allow connected wireless
clients to access external network resources through the designated uplink interface.

5.1. Network Segmentation and Security
The architecture separates the following network domains:
e Corporate Network
e Guest Network
e Isolated Management Network
e vSolution Matrix network

This segmentation helps maintain security while allowing flexible integration of collaboration
devices, management systems, and wireless user devices.

5.2. Wired Connectivity
The Cynap Bridge provides two independent Ethernet interfaces that support flexible network
integration while maintaining strict network separation.

LAN 1 - Corporate Network
LAN 1 serves the connection to the vSolution Matrix network. Typical use cases include access
to:

e vSolution Matrix network

e Corporate servers

e Enterprise applications

e User resources

e Internet connectivity

e Network time services (NTP) for automatic date and time synchronization

Access to a network time server ensures that the Cynap maintains accurate system time
automatically. Correct time synchronization is important for authentication services, and
network management, like network certificates.

This port supports Power over Ethernet Plus (PoE+) additionally, allowing the Cynap Bridge to
be powered directly from a PoE+ capable network switch.

Corporate users connect through the organization's wired and wireless network infrastructure
via the corporate access point.

Please note
Do not power the Cynap Bridge via PoE+ and DC simultaneously.

LAN 2 - Isolated Management Network
LAN 2 is configured as a dedicated and fully isolated management network.
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Typical use cases include:
e Device management
e Configuration
e Monitoring
e Firmware updates
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6. Settings

6.1. LAN1

The following list shows the available settings:

Setting

Priority Interface Access

DHCP

IP address

Subnet mask

Gateway

Name server 1

Name server 2

Identity

Anonymous Identity

Authentication Method

Root Certificate

v1.0

Notes

The higher prioritized interface (value = 1) will be used for network
service first. Ensure that the value is different from the other LAN 2
interface priority.

Cynap Bridge will get all network settings automatically from the
DHCP server in the existing network. Switch it to OFF to set the
static addresses manually.

Unique address in the network, i.e. 192.168.0.100. The IP address of
Cynap Bridge can for example be set to 192.168.0.1.

Available IP addresses can be limited. A commonly used subnet
mask would be 255.255.255.0

Defines the IP address of the server / connection to other networks
(such as the internet). When Cynap Bridge is directly connected
only to a PC, then enter the IP address of the PC.

Input the IP address of the preferred Domain Name System (DNS).
This Server translates domain names into corresponding IP
addresses.

Input the IP address of the preferred Domain Name System (DNS).
This Server translates domain names into corresponding IP
addresses.

Login credentials to connect Cynap Bridge to a protected network.
(802.1x).

The identity to be used on an unencrypted session before Identity
is being validated on an encrypted session.

Supported are PEAP with MSCHAPV2 and TTLS-PAP

Only root certificates are supported, load the certificate by using
the Web Interface through the LAN interface.

Allowed certificates:

« root certificate (CA) with common file extension .crt
Base-64-coded X.509 encoded DER certificate

* Privacy Enhanced Mail with common file extension .perm
Base-64-coded X.509 encoded DER certificate

certificate stored between 2 tags: “---Begin Certificate---“and” ------
End Certificate-----*
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6.2. LAN 2

The following list shows the available settings:

Setting

Priority Interface Access

DHCP

IP address

Subnet mask

Gateway

Name server 1

Name server 2

Identity

Anonymous Identity

Authentication Method

Root Certificate

v1.0

Notes

The higher prioritized interface (value = 1) will be used for network
service first. Ensure that the value is different from the other LAN 1
interface priority.

Cynap Bridge will get all network settings automatically from the

DHCP server in the existing network. Switch it to OFF to set the
static addresses manually.

Unique address in the network, i.e. 192.168.0.100. The IP address of
Cynap Bridge can for example be set to 192.168.0.1.

Available IP addresses can be limited. A commonly used subnet
mask would be 255.255.255.0

Defines the IP address of the server / connection to other networks
(such as the internet). When Cynap Bridge is directly connected
only to a PC, then enter the IP address of the PC.

Input the IP address of the preferred Domain Name System (DNS).
This Server translates domain names into corresponding IP
addresses.

Input the IP address of the preferred Domain Name System (DNS).
This Server translates domain names into corresponding IP
addresses.

Login credentials to connect Cynap Bridge to a protected network.
(802.1x).

The identity to be used on an unencrypted session before Identity
is being validated on an encrypted session.

Supported are PEAP with MSCHAPV2 and TTLS-PAP

Only root certificates are supported, load the certificate by using
the Web Interface through the LAN interface.

Allowed certificates:

¢ root certificate (CA) with common file extension .crt
Base-64-coded X.509 encoded DER certificate

* Privacy Enhanced Mail with common file extension .perm
Base-64-coded X.509 encoded DER certificate

certificate stored between 2 tags: “---Begin Certificate---“and” ------
End Certificate-----*
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6.3. Host Name

Define a host name (box name), allowing easy identification of your Cynap Bridge in the local
network, e.g. number of the classroom.

It can be changed in the general settings. The host name can be useful for network
administrators to see the device name in plain text in the list of clients.

Please note, this host name is not automatically listed in the DNS list and therefore cannot be
used in a browser without DNS registration.

A

Important
Keep the name as short as possible and don't use "." to prevent misinterpreting the suffix as
domain.
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6.4. Date and Time

Adjust time and date.

A

Important
Accurate time and date settings are mandatory. Wrong setting will result in refused
certificates.

Setting Notes

Cynap Bridge has a built-in battery-buffered RTC clock (Real Time Clock).
Settings will only be lost if the battery is empty.

;Ier:\?er To eliminate the risk of incorrect time stamps, Cynap Bridge can be synchronized
to an external time server.
Enable Time server and input a valid URL or IP address of a NTP time server.
Time Select the format you prefer.
Format DDMMYYY/24H
MMDDYYYY/12H

Time Zone |Select the time zone from the dropdown list where the system is being operated.
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6.5. Peripheral Control

Cynap Bridge is able to send up to 20 commands to connected network devices, e.g. to fully
power up the connected projector. This feature will be triggered by power events of Cynap

Bridge.

The peripheral devices, like projectors, monitor, lighting, windows shades, etc. need to be in
the same network as Cynap Bridge.

Function

Description

Command enable

Enable / disable certain commands (entered command settings will be
not deleted

Event

To define at which power state of Cynap Bridge the command will be
sent (Power ON or Power OFF). Select event None to delete this entry.

Delay Sensing

Allows sending the command delayed.

Command

Name To give the command an individual name (like “projector”)
Description To give the command a detailed description (like “power up”)
Protocol Defines the network protocol used (TCP, UDP or PJLink)

IP address Defines the destination, enter the address of the third-party device
Port Defines at which network port the command will be sent (note

documentation of the third-party device and firewall settings)

Hex Command

Enter the command according to documentation of the third-party
device.

Password

Available when protocol PILink is selected.

v1.0
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6.6. Firewall Rule - Full list

Ensure that all necessary ports, services and IP addresses are available and not blocked by
your firewall (external and personal). Acknowledgements ("ACKs") of TCP packets are not
considered in the following table in order to be able to illustrate the direction of the data
packets. Since acknowledgements are usually sent back via the same TCP port, the other
direction shall not be blocked to ensure smooth functioning.

Additional firewall rules maybe necessary due to your specific local network infrastructure.
Consult the relevant documentation on your network infrastructure.

Wake On LAN
Function / Inbound / I
Application Port Type Outbound Description
Powering the Inbound Usually port 7 is used for sending the
. 7/9 UDP .
unit on Outbound magic packet.
SSH
Function / Inbound / I
Application Port Type Outbound Description
. Inbound -
SSH Connection |22 UDP Outbound Access for Wolfvision support
HTTP, Cynap Bridge Control
Function / Inbound / I
Application Port Type Outbound Description
This port used to connect to
the Cynap Bridge web interface
hitp, control 80 TCP  |inbound (httpd). If this port is blocked, no
connection can be made.
HTTPS, Cynap Bridge Control
Function / Inbound / I
Application Port Type Outbound Description
This port used to connect to Cynap
https, TLS 443 TcP  linbound Brldge web interface (https'). If this
control port is blocked, no connection can be
made.
Proxy
Function / Inbound / o
Application Port Type Outbound Description
Default port proxy function (This port
Proxy 8080 TCP (Inbound can be changed in the Proxy settings).
v1.0 Page 16
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NTP, Time Server Client

Function / Port Type Inbound / Description

Application Outbound
For automated time synchronization by

NTP 123 UDP |Outbound a time server (Network Time Protocol,
NTP)

PlLink

Function / Inbound / o

Application Port Type Outbound Description
This is the default port for PJLink and

PILink 4352 TCP |Outbound cab be changed in the settings
(Peripheral Control).

vSolution App

Function / Inbound / —

Application Port Type Outbound Description
This port is used for device discovery
all available Cynap and Visualizer

. systems in the network by vSolution

Discovery C .

Multicast 50000 UDP |[Inbound applications (uses Multicast IP address
239.255.255.250). If this port is blocked,
vSolution applications may not be able
to find devices automatically.

Dgwce 50913 UDP [Inbound This port is used for device discovery.

Discovery
This port is used to connect to the

http, Cynap 80 TcP  linbound C){nap Br'idge web interface (htt.pd). If

control this port is blocked, no connection can
be made.

This port is used to cloud services and
https, SSL, e.g. for secure connect to the Cynap Bridge
Cloud Service, 1443 TCP |Inbound web for secure connect to the Cynap
Cynap control Bridge web interface. If this port is

blocked, no connection can be made.

This port is used for control purposes
For control 50915 TcP  linbound e.g. .room gontrol system, and others).
purposes If this port is blocked, no control is

possible.

This port is for secure communication

between WolfVision applications (e.g.
TLS Control  |50917 TCP  |Inbound vSolution App) to Cynap system and /

or Visualizer. If this port is blocked,

secure communication to Cynap and /
or Visualizer systems, inclusive
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firmware updates is blocked.
Video streams between WolfVision App

Video Streams 50921 TCP |Inbound and Cynap system. If this port is
blocked, streams are not possible.
This port is for touchback between
Cynap Bridge and Wolfvision App
vSolution Cast to send mouse events

Touchback 50922 UDP - |Outbound back to the Windows computer. If this
port is blocked, bi-directional inputs
are not possible.

TLS Control

Function / Inbound / —

Application Port Type Outbound Description
This port is for secure communication
between Wolfvision application (e.g.
vSoltuion Link Pro) and Cynap and / or

TLS Control 50917 TCP (Inbound Visualizer systemes. If this port is
blocked, secure communication to
Cynap and / or Visualizer system,
inclusive firmware updates is blocked.

WebSocket

Function / Inbound / .

Application Port Type Outbound Description

Websocket 7681 TcP  linbound User mterface cpmmunlcatlon with
Cynap Bridge (via browser)
User interface communication with

Websocket 7682 TCP |Inbound Cynap Bridge (via fully integrated
Visualizer)

vSolution Link Pro

Function / Inbound / .

Application Port Type Outbound Description

Multicast DNS Inbound .

(MDNS) 7/9 UDP Outbound Multicast DNS (mDNS 224.0.0.251).

TcP / linbound / DNS - This port will be useql for '

DNS 53 UDP loutbound Domain Name System. If this port is
blocked, DNS service are not available
This is the default port to connect to

http, Cynap 80 TCP Inbound the web interface (httpd) of vSolution

control UDP Link Pro. Of this port is blocked,
connection cannot be established.

https, SSL, e.g. This is the default port to connect to

Cloud Service, 443 TCP  [Inbound web interface (https) of vSolution Link

v1.0
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Cynap control Pro. If this port is blocked, connection
cannot be established.

This port is also used for the WolfVision
Management .Hub (vSolution Link Pro
hosted in the cloud)

Mail Server - default Port for

SMTP 587 SMTP linbound communication with SMTP server.
This port is used for device discovery
all available Cynap and Visualizer

. systems in the network by vSolution

Discovery - .

Multicast 50000 UDP [Outbound Pro applications (uses Multicast IP
address 239.255.255.250). If this port is
blocked, device discovery is not
possible

Device This port is used for device discovery. If

. 50913 UDP |Inbound this port is blocked, device discovery is

Discovery .
not possible.

Eor control This port is used for control purposes.

50915 TCP |Inbound If this port is blocked, no control is

purposes .
possible.

Eor control This port is used for control purposes.

50917 TCP |Inbound If this port is blocked, no control is

purposes .
possible.

vSolution Matrix

Function / Inbound / .

Application Port Type Outbound Description
Discovery Multicast - This portis used
for device discovery all available Cynap
Bridge and Visualizer in the network by

Discovery vSolution applications (uses Multicast

Multicast 50000 UDPlinbound IP address 239.255.255.250). If this port
is blocked, vSolution applications may
not be able to find devices
automatically

hitp, Cynap 80 TCP Inbound / For master control mode

control Outbound

https, Cynap TCP/ {Inbound /

control 443 UDP loutbound For master control mode

TCP / . .

NFS 111 /2049 UDP Outbound NFS - Connection to networks drives

TCP / . .

CIFS 137 /139 UDP Outbound CIFS - Connection to networks drives

SSHFS 50930 TCP |Inbound SSHFS - vSolution Matrix File Sharing
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Key Exchange

TLS Control 50917 TCP |Inbound

TLS Control - This port is for secure
communication between Wolfvision
applications (e.g. vSolution Link Pro) to
Cynap Bridge and / or Visualizer. If this
port is blocked, secure communication
to Cynap Bridge and / or Visualizer,
inclusive firmware updates are blocked

RTSP 554 TCP [Inbound

RTSP - This the communication port
for the RTSP stream.

RTSP 555 TCP [Inbound

Required for RTSP negotiations of dual
screen stream in Composer mode
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1. Changelog

Changelog of the Network Integration Guide for Cynap Bridge:

Version |Date Changes

1.0 2026-06-24 |Initial document (for firmware v2.00b)
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