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1. About this Guide 

This document explains how to install vSolution Link Pro application by WolfVision on a 
Windows IIS server. 
The full manual will be found on our web page at: 
https://www.wolfvision.com/wolf/vsolution_link_pro_server_help/ 

2. Copyright 

Copyright © by WolfVision. All rights reserved. 
WolfVision, Wofu Vision and  are registered trademarks of WolfVision Center 
GmbH, Austria. 
 
The software is the property of WolfVision and its licensors. Any reproduction in whole or in 
part is strictly prohibited. 
 
No part of this document may be copied, reproduced, or transmitted by any means, without 
prior written permission from WolfVision except documentation kept by the purchaser for 
backup purposes. 
 
In the interest of continuing product improvement, WolfVision reserves the right to change 
product specifications without notice. 
Information in this document may change without prior notice. 
 
 
Disclaimer: WolfVision shall not be liable for technical or editorial errors or omissions. 
 
Use of Trademarks, Registered Trademarks, and other Protected Names and Symbols 
 
 
This manual may make reference to trademarks, registered trademarks, and other protected 
names and/or symbols of third-party companies not related in any way to WolfVision. 
Where they occur these references are for illustrative purposes only and do not represent an 
endorsement of a product or service by WolfVision, or an endorsement of the product(s) to 
which this manual applies by the third-party company in question. Regardless of any direct 
acknowledgement elsewhere in the body of this document, WolfVision hereby acknowledges 
that all trademarks, registered trademarks, service marks, and other protected names and/or 
symbols contained in this manual and related documents are the property of their respective 
holders. 
 
 
2026-09-03 

https://www.wolfvision.com/wolf/vsolution_link_pro_server_help/
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3. System Requirements 

Windows Web Services (IIS Internet Information Server) 
As vSolution Link Pro is a web server application, it can be accessed by any modern fully HTML5 
compatible browser of a third-party device in the local network. 
 
To use all features the application provides, it has to be installed as IIS (Internet Information 
Server). Email credentials, SSL certificate, Internet access and 24/7 server availability are also 
required. 
 
The software (64bit application) can be installed on following operating systems. The following 
lists the minimum system requirements; higher specifications are recommended: 

• Windows Server 2019 or newer  
(all requirements according to Microsoft must be fulfilled) 

• TPM 2.0 
• CPU minimum 1 Core with 2.60GHz (2 cores, or more recommended) 
• 4GB RAM (8GB, or more recommended) 
• 100GB minimum free disk space for firmware files (250GB, or more recommended) 
• Access to secure port (e.g. 443, https default) 
• Server address (IP:port) has to be reachable via secure web socket (wss) 
• .NET Core Hosting Bundle, tested with version 8.0.11 

Please note 
Latest updates strongly recommended. Earlier versions of operating systems are not tested and 
may not be supported. 
Desktop operating systems are usually not designed for 24/7 operation, installation on 
Windows Server as IIS strongly recommended. 
Please note the required disk space for the local firmware repository. The application itself 
requires little storage space. However, retaining multiple firmware versions in the local 
repository may require several gigabytes of additional disk space. A total of 100 GB of free disk 
space should be sufficient for typical use. 
To access the devices, they have to be online and network-reachable! Pay attention of correct 
network settings, especially when running in special network environments. 
Cynap systems will disable their LAN ports when powering down by default and can be 
powered up by using the Wake on LAN functionality. For network infrastructures with blocked 
Wake on LAN, use power down mode Power Save to keep the LAN port of your Cynap active. 
When using WolfVision Visualizer devices, use power down modes Normal or ECO to keep the 
LAN port active. Certain Visualizer models are supporting Wake on LAN (check power down 
mode of connected Visualizer). 
An incorrect system time may cause network connection to fail, the use of a valid timeserver 
recommended. 
NAT networks are not supported. 
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3.1. Custom email provider 

Valid custom email-provider credentials are required when enabling: 
• 2-factor authentication 
• Management Hub 
• Event log email notification 
• Box Replacement* 

• Password reset* 
* If no custom email provider is configured, the integrated SendGrid account will be used for 
sending emails. The fallback provides limited functionality; configure a custom provider for 
features such as two-factor authentication. See also the MS Graph section. 

3.2. Custom SSL certificate - required for firmware updates and Management Hub 

Mandatory to perform firmware updates and when Management Hub is enabled. 
A valid SSL certificate is required when restricting the access to HTTPS. 

3.3. Active Directory for User Provisioning (Premium license required) 

For full compatibility, vSolution Link Pro supports Active Directory (AD On-Prem) and 
Microsoft Entra ID (Azure AD / AAD). 
For more details check: 

• AD (On-Prem) 
• Microsoft Entra ID (AAD) 

This feature requires Premium license of vSolution Link Pro. 
Details in the separate chapter. 

3.4. Supported Cynap and Visualizer systems 

For full compatibility, keep installed firmware version of all your devices up to date. 
Supported WolfVision Cynap systems: 

• Cynap 
• Cynap Pro 
• Cynap Core 
• Cynap Core Pro 
• Cynap Pure 
• Cynap Pure Pro 
• Cynap Pure Receiver 
• Cynap Pure SDM 
• Cynap Pure Mini * 
• Cynap Videobar 
• Cynap Pure Next Gen 
• Cynap Pure Next Gen with Feature Pack enabled 
• Cynap Bridge 

  

https://www.wolfvision.com/wolf/vsolution_link_pro_server_help/vsolution_link_pro/general_information/ad.htm
https://www.wolfvision.com/wolf/vsolution_link_pro_server_help/vsolution_link_pro/general_information/entra-id.htm
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Supported WolfVision Visualizer systems *: 
• EYE-14 
• VZ-C6 
• VZ-C3D 
• vSolution Cam 
• VZ-3neo 
• VZ-8neo 
• VZ-8neo+ 
• VZ-8light4 
• VZ-8plus4 
• VZ-9.4L 
• VZ-9.4F 
• VZ-2.UHD 
• VZ-8.UHD 
• VZ-3neo.UHD 
• VZ-8neo.UHD 

* Management Hub not supported 

3.5. Firewall Rules 

Ensure that all necessary ports, services and IP addresses are available and not blocked by your 
firewall (external and personal).  
Acknowledgements ("ACKs") of TCP packets are not considered in the following table in order 
to be able to illustrate the direction of the data packets. Since acknowledgements are usually 
sent back via the same TCP port, the other direction shall not be blocked to ensure smooth 
functioning. 
On certain systems, you have to set a rule to allow the application:  
WolfVision.MgmtTool.Api.exe for full functionality. 
 
Function / 
Application Port Type Inbound / 

Outbound Description 

vSolution Link Pro     
Wake On LAN 7 / 9 UDP Inbound / 

Outbound 
Wake on LAN - Usually port 7 or 9 
is used for sending the magic packet. 

DNS 53 TCP / UDP Inbound / 
Outbound 

DNS – This port will be used for 
Domain Name System. If this port is 
blocked, DNS service are not 
available 

HTTP / WebSocket, 
Cynap control 

80 TCP Inbound / 
Outbound 

Default port for HTTP and 
WebSocket (ws) access. If blocked, 
the web interface and unencrypted 
control connections are unavailable. 

HTTPS / Secure 
WebSocket, SSL, 
Cloud Service, Cynap 
control 

443 TCP Inbound / 
Outbound 

Default port for HTTPS and secure 
WebSocket (wss) access. 

SMTP 587 SMTP Outbound Mail Server – Port for 
communication with SMTP server. 

Discovery Multicast 50000 UDP Outbound This port is used for device 
discovery all available Cynap and 
Visualizer in the network by 
vSolution applications (uses 
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Multicast IP address 
239.255.255.250). If this port is 
blocked, device discovery is not 
possible 

Device Discovery 50913 UDP Oubound This port is used for device 
discovery. If this port is blocked, 
device discovery is not possible. 

For control purposes 50915 TCP Inbound / 
Outbound 

This port is used for control 
purposes. If this port is blocked, no 
control is possible 

Secure device control 50917 TCP Inbound / 
Outbound 

Used for control purposes (secure 
connection). 

 
Important 
When WolfVision Management Hub is enabled, the communication with the remote devices 
uses port 443 (https).  
For local devices, the full port list applies. 
Please note 
* Since the firewall rules are essential for enabling communication between the devices, this 
topic is also listed separately as an additional item. 

3.6. DHCP option 

The DHCP option (Dynamic Host Configuration Protocol) allows the devices to register fully 
automated, set the DHCP option 43 (or 60) at the DHCP server in your network environment. 
This option is used by clients and servers to exchange vendor specific information.  
For more details regarding DHCP Option 43 and Option 60 check: DHCP Option 
 
Details in the separate chapter. 
 
  

https://www.wolfvision.com/wolf/vsolution_link_pro_server_help/vsolution_link_pro/general_information/dhcp-option.htm
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4. Details: SSL-certificate, MS Graph, AD, Entra ID, DHCP-option 

This chapter provides an overview of: 
• MS Graph 
• AD, and Microsoft Entra ID 
• DHCP-options. 

IMPORTANT - Before you start 
These settings are security-critical. Changes to these settings must only be made by individuals 
who have: 

• The necessary permissions and access rights 
• The required expertise 
• Fully understand the implications. 

If these requirements are not met, delegate the task to the responsible and appropriate 
Microsoft administrator in your organization to ensure that the correct settings are configured. 
WolfVision accepts no liability for any misconfiguration or resulting issues. 
WolfVision does not provide support for the configuration or administration of Microsoft 
Entra ID / Azure Active Directory or customer network infrastructure and services, such as 
DHCP, DNS, firewalls, routing, and VLANs. 
The configuration and maintenance of your environment are solely the responsibility of your 
organization. 

4.1. Custom SSL certificate / Enabling HTTPS 

For full support of all features, including firmware updates, and Management Hub, the 
application must be hosted on HTTPS. This requires a valid and accessible certificate. 
It is strongly recommended to obtain the certificate from an accredited Certification Authority 
(CA). 

• Obtain a valid .pfx (or .p12) certificate 
• Get the certificate from your accredited certification authority. 
• It must be an officially issued certificate, not a self-generated or copied file 
• Ensure the certificate matches your server address 
• The certificate must be issued for the exact server address you intend to use. 
• This can be the URL (hostname) or the IP address of your server.  

If the certificate does not match the address, clients will reject it. 
• Check that the certificate is not expired  

An expired certificate is treated as invalid and will prevent secure connections.  
Always verify the validity period before installation. 

• Install the certificate on the server, on which the vSolution Link Pro is running  
The *.pfx file must be imported into the server’s certificate store.  
Only then will it appear in IIS and can be selected when creating the HTTPS binding. 

• Configure the certificate in IIS (HTTPS binding)  
When setting up IIS, choose the installed certificate in the binding dialog.  
If the certificate does not appear, it is not correctly installed. 

Important 
The SSL certificate get invalid when the address of your vSolution Link Pro server is changed, 
e.g. due to a renewed IP address, or changes DNS entry.  
For proper functioning, the certificate must be renewed to match the address. 
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Attention 
Changing the network configuration may result in an invalid certificate, and/or altered firewall 
behaviour, which can lead to partial or complete loss of access. If this happens, verify that the 
certificate is still valid and check whether the firewall configuration needs to be adjusted. 

4.1.1. Certificate - already available, or will be created by yourself 

A valid SSL certificate must be available. 
Please note 
Keep in mind, when using selfsigned certificates, your browser will warn you with such a 
message and you must agree to proceed. 
This is not an error of the application, this is caused by using a selfsigned certificate. To prevent, 
use a certificate from an accredited Certification Authority (CA). 

 

4.1.2. Binding must be adapted 

Adapt the binding at the IIS Manager. 
Restrict access to https and control the used port (443 by default) 
Open Sites > your website. 
Stopp the Site at the IIS Manager 
Click Bindings. 
Edit the HTTPS binding (add binding when there was no HTTPS binding existing). 
Select your new certificate from the list (proper installed certificates are listed only). 
Start the Site at the IIS Manager 
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Define your valid SSL certificate for proper https connection (already installed certificates are 
listed only) 

 
For further details - see section IIS Manager of Server Installation 

4.1.3. Restart the application 

Restart IIS or the service that uses the certificate. 

https://www.wolfvision.com/wolf/vsolution_link_pro_server_help/vsolution_link_pro/installation/server_installation.htm#https
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4.1.4. Check access of the Cynap system to the server 

Open the settings of the connected Cynap system. Navigate to General vSolution Link Pro 
Management Server and enter the hosting domain in the format https://10.1.1.1:443 or 
https://my_server.net:443 
 
The status indication must be "ONLINE": 

 
Please note 
When the status will not change to "ONLINE", check: 

• Network connection, can the Cynap system being accessed with the browser? 
• Firewall settings 
• Certificate (validate address, date, password, etc.) 
• Check Binding at the IIS Manager 

Important 
The network configuration must remain unchanged unless the corresponding settings are 
adapted; otherwise, the connection will fail. 
  

https://www.wolfvision.com/wolf/vsolution_link_pro_server_help/vsolution_link_pro/installation/enabling_https/firewall_rules.htm
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4.2. MS Graph 

In Microsoft Entra ID (formerly Azure Active Directory) environments, email delivery via 
Microsoft Graph is handled using application-based authentication, enabling secure and 
centralized management of mail-sending capabilities. vSolution Link Pro uses this mechanism 
to send system-generated emails through a defined mailbox. 
Local mail configurations are not required when using Microsoft Graph. 
 
This guide provides an overview of the necessary steps but does not claim to cover every detail. 
Adapt the steps according to your requirements and to any future changes in Microsoft’s 
implementation. 
 
IMPORTANT - Before you start 
The Microsoft Entra Admin Center and Azure Active Directory components are security-
critical. Changes to these settings must only be made by individuals who have: 

• The necessary permissions and access rights 
• The required expertise 
• Fully understand the implications. 

If these requirements are not met, delegate the task to the responsible and appropriate 
Microsoft administrator in your organization to ensure that the correct settings are configured. 
WolfVision accepts no liability for any misconfiguration or resulting issues. 
WolfVision does not provide any support for your Microsoft Entra Admin Center and Azure 
Active Directory. 
The configuration and maintenance of your Microsoft Entra ID environment are solely the 
responsibility of your organization. 
 
Prerequisites 

• Access to Microsoft Entra Admin Center: https:/entra.microsoft.com/ 
• Administrative privileges in Microsoft Entra ID 
• A running vSolution Link Pro deployment 

MS Graph for vSolutionLinkPro 
The configuration includes: 

• Application registration 
• API permissions 
• Client credential configuration 
• Mailbox definition 
• Integration with vSolution Link Pro 

4.2.1. Register the Application 

Open the Microsoft Entra Admin Center: 
• Navigate to App registrations 
• Select New registration 
• Configure the application:  

Name: e.g. vSolutionLinkPro  
Supported account types: as required 

• Register 

  

https://entra.microsoft.com/
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4.2.2. Configure API Permissions 

Navigate to API permissions 
Click Add a permission 
Select Microsoft Graph: Application permission 
Enable: Mail_Send 
Click Add permissions 
Click Grant admin consent for <Tenant> 

4.2.3. Configure Client Credentials 

Open the application under App registrations and navigate to Certificates & secrets 
• Click New client secret 

Copy and store the values securely, these data will be listed once only! 
• Client ID 
• Tenant ID 
• Client Secret 

4.2.4. Requirements of Sender Mailbox 

• Mailbox must exist 
• Mailbox must be licensed 

Verify via 
• Microsoft 365 Admin Center → Users → Active users  

or 
• Exchange Admin Center → Recipients → Mailboxes 

4.2.5. Security Considerations, Application Access Policy 

For security reasons, access should be restricted using an Application Access Policy. 
By default: 

• Application Access Policy is inactive 
• All applications are allowed 

When Application Access Policy is enabled: 
• Only explicitly allowed applications can access mailboxes 
• Each required application must be whitelisted 
• Non-whitelisted applications are blocked 

Configuration is performed via PowerShell, e.g.: 
• $restrictedGroup = New-DistributionGroup -Name "Restricted Mailboxes for 

vSolutionlinkPro" -Type "Securtiy" -Members 
@{"john.doe@example.com";"jane.doe@example.com"} 

• New-ApplicationAccessPolicy -AccessRight RestrictAccess -AppId "$AppID" -
PolicyScopeGroupId $restrictedGroup.PrimarySmtpAddress -Description "Only Send 
Mails from vlinkPro over this Group members" 
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4.2.6. Integration in vSolution Link Pro 

The following values are required for configuration in vSolution Link Pro: 
• Directory ID (Tenant ID) from App registrations 
• Application ID (Client) from App registrations 
• Client Secret from Certificates & secrets 
• Sender Email configured mailbox (member of the restricted group) 

Enter these values in the vSolution Link Pro Application Settings, Mailserver Settings MS-
Graph. 
 
  

https://www.wolfvision.com/wolf/vsolution_link_pro_server_help/vsolution_link_pro/using_vsolution_link_pro/configuration/application_settings.htm
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4.3. Active Directory (AD On-Prem) Requirements 

In Active Directory (AD) environments, user authentication, authorization and permissions are 
handled via active directory, enabling simplified user management. vSolution Link Pro provides 
application-specific fine-grained access control. 
Local users can be managed within vSolution Link Pro additionally. 
 
This guide provides an overview of the necessary steps but does not claim to cover every detail. 
Adapt the steps according to your requirements and to any future changes in Microsoft’s 
implementation. 
 
IMPORTANT - Before you start 
The Microsoft Active Directory components are security-critical. Changes to the settings must 
only be made by individuals who have: 

• The necessary permissions and access rights 
• The required expertise 
• Fully understand the implications. 

If these requirements are not met, delegate the task to the responsible and appropriate 
Microsoft administrator in your organization to ensure that the correct settings are configured. 
WolfVision accepts no liability for any misconfiguration or resulting issues. 
WolfVision does not provide any support for configuring your Microsoft Active Directory. 
The configuration and maintenance of your Active Directory environment are solely the 
responsibility of your organization. 
Other than Microsoft Active Directory environments are not tested; however, other LDAP 
directories may work but are not officially supported. 
 
Prerequisites 

• Access to your server 
• Administrative privileges in Microsoft Active Directory 
• Groups and users must be already defined in your active directory 
• Certificate, root and intermediate (must be stored in the server’s local certificate store 

when running vSolution Link Pro on a system that is not domain-joined) 
• A running vSolution Link Pro deployment with activated premium license. 

 
Active Directory for vSolutionLinkPro 

• The configuration includes: 
• AD connection settings 
• Directory structure definitions 
• Authentication configuration 
• User and group synchronization 
• Integration with vSolution Link Pro 

4.3.1. Configure AD Connection 

Open the vSolution Link Pro Active Directory (AD) configuration 
Configure the connection parameters: 
Define the Domain / Host of your Active Directory:  
e.g. your_company.intra 
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4.3.2. Configure User Identification 

Define the attribute used to identify users: 
• Username Attribute:  

sAMAccountName 
or 
userPrincipalName:  
This attribute is used as the display name and login identifier. 

4.3.3. Define Directory Structure 

Configure the base distinguished names (DN) for directory lookup: 
 

• Define User base DN (Distinguished Name):  
e.g. 
DC=your_company,DC=intra 

• Define Group base DN (Distinguished Name):  
e.g. 
DC=your_company,DC=intra 

4.3.4. Integration in vSolution Link Pro 

The Active Directory configuration is completed directly within the vSolution Link Pro settings. 
Enter these values in the vSolution Link Pro configuration: 

• Application Settings: AD User Provisioning  
Domain / Host of your Active Directory Host  
Port (636 for secured and 389 for unsecured connection)  
Certificate validation of the domain controller  
To allow troubleshooting with disabled certificate validation  
User Base DN(s)  
Group Base DN(s)  
Username and credentials (for non-domain-joined vSolution Link Pro server)  
User and Group synchronization cron jobs (for non-domain-joined vSolution Link Pro 
server) 

• Roles Management 

Please note 
After successful configuration: 

• Users authenticate against Active Directory 
• Users and groups are synchronized automatically (for non-domain-joined vSolution Link 

Pro server) 
• Access and roles can be controlled based on group membership. 
• Access is restricted to users within Active Directory and the configured scope; local 

users defined in vSolution Link Pro are not affected 

If authentication fails, verify all configuration settings, including the Distinguished Names (DN), 
role settings and the certificate in use. 
  

https://www.wolfvision.com/wolf/vsolution_link_pro_server_help/vsolution_link_pro/using_vsolution_link_pro/configuration/application_settings.htm
https://www.wolfvision.com/wolf/vsolution_link_pro_server_help/vsolution_link_pro/using_vsolution_link_pro/configuration/roles.htm


 

September 2026 19 Version  

WolfVision GmbH
Oberes Ried 14
A-6833 Klaus / AUSTRIA

Tel. +43-5523-52250
Fax +43-5523-52249

E-Mail: wolfvision@wolfvision.com

  

www.wolfvision.com

4.4. Microsoft Entra ID (AAD) 

In Microsoft Entra ID (formerly Azure Active Directory / AAD) environments, user 
authentication, authorization and permissions are handled via active directory, enabling 
simplified user management. vSolution Link Pro provides application-specific fine-grained 
access control. 
Local users can be managed within vSolution Link Pro additionally. 
 
This guide provides an overview of the necessary steps but does not claim to cover every detail. 
Adapt the steps according to your requirements and to any future changes in Microsoft’s 
implementation. 
IMPORTANT - Before you start 
The Microsoft Entra Admin Center and Azure Active Directory components are security-
critical. Changes to these settings must only be made by individuals who have: 

• The necessary permissions and access rights 
• The required expertise 
• Fully understand the implications. 

If these requirements are not met, delegate the task to the responsible and appropriate 
Microsoft administrator in your organization to ensure that the correct settings are configured. 
WolfVision accepts no liability for any misconfiguration or resulting issues. 
WolfVision does not provide any support for your Microsoft Entra Admin Center. 
The configuration and maintenance of your Microsoft Entra environment are solely the 
responsibility of your organization. 
 
Prerequisites 

• Access to Microsoft Entra Admin Center: https:/entra.microsoft.com/ 
• Administrative privileges in Microsoft Entra ID 
• Groups and users must be already defined in your active directory 
• A running vSolution Link Pro deployment with activated premium license 

Azure Single Sign-On (SSO) for vSolutionLinkPro 
The configuration includes: 

• Application registration 
• API exposure and permissions 
• Token configuration 
• User and group assignment 
• Integration with vSolution Link Pro 

4.4.1. Register the Application 

Open the Microsoft Entra Admin Center: 
• Navigate to App registrations 
• Select New registration 
• Configure the application:  

Name: e.g. vSolutionLinkPro (Single-Sign-On)  
Supported account types: as required  

o Redirect URL:  
Platform: Single-page application (SPA)  
Examples:  

https://entra.microsoft.com/
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https://localhost 
https://vsolutionlinkpro.your_company.com 

• Register 

4.4.2. Configure API Exposure (define the scope) 

Open the registered application 
• Navigate to Expose an API 
• Click Add a scope and use the suggested Application ID URI 
• Configure: 

Scope name: user_access  
Admin consent display name: e.g. Access vSolution Link Pro  
Admin consent description: e.g. Allows access to vSolution Link Pro 

• Save the scope 

4.4.3. Add API Permissions 

Navigate to API permissions 
• Click Add a permission 
• Select tab APIs my Organisation users 
• Search for application name as defined at step 1, eg.: vSolutionLinkPro (Single-Sign-On) 
• Select: Delegated permissions  

Enable: user_access 
• Click Add permissions 
• Click Grant admin consent for <Tenant> 

4.4.4. Token Configuration 

Open the application under App registrations and navigate to Token configuration. 
This enables role mapping in vSolution Link Pro based on group membership. 

• Click Add groups claim 
• Select: Security groups 

4.4.5. Configure Enterprise Application 

Navigate to Enterprise applications 
• Open the application as named in step 1, eg.: vSolutionLinkPro (Single-Sign-On) 
• Set Properties: Assignment required = Yes 
• Save the configuration 

4.4.6. User and Group Management 

• Create Microsoft Entra ID (or synchronized Active Directory groups), e.g.:  
vSolutionLinkPro-Admin 
vSolutionLinkPro-User 

• Add users to the appropriate groups 
• Assign the groups to the application 
• Navigate to Users and groups 
• Add the created groups 
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4.4.7. Integration in vSolution Link Pro 

The following values are required for configuration in vSolution Link Pro: 
• Application ID (Client ID) from App registrations 
• Directory ID (Tenant ID) from App registrations 
• Redirect URL (see step 1) 
• Group ID (see step 6) 

Enter these values in the vSolution Link Pro configuration: 
• Application Settings: AAD User Provisioning 
• Roles Management 

Please note 
After successful configuration: 

• Users authenticate against Microsoft Entra ID 
• Access is restricted to users within Microsoft Entra ID and the configured scope; local 

users defined in vSolution Link Pro are not affected 

If authentication fails, verify all configuration settings, including all IDs, and role settings. 
  

https://www.wolfvision.com/wolf/vsolution_link_pro_server_help/vsolution_link_pro/using_vsolution_link_pro/configuration/application_settings.htm
https://www.wolfvision.com/wolf/vsolution_link_pro_server_help/vsolution_link_pro/using_vsolution_link_pro/configuration/roles.htm
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4.5. DHCP option 

The DHCP option allows the devices to register fully automated, set the DHCP option 43 (or 
60) at the DHCP server in your network environment. 
This option is used by clients and servers to exchange vendor specific information. 
 
This guide provides an overview of the necessary steps but does not claim to cover every detail. 
Adapt the steps according to your requirements and to your DHCP server implementation. 
 
Please Note 
The following Cynap systems are supporting DHCP option 43, DHCP option 60, and manually 
entered URL of vSolution Link Pro server in their settings: 

• Cynap 
• Cynap PRO 
• Cynap Core 
• Cynap Core PRO 
• Cynap Pure 
• Cynap Pure Pro 
• Cynap Pure Receiver 
• Cynap Pure SDM 
• Cynap Pure Mini 
• Cynap Videobar 
• Cynap Pure Next Gen 
• Cynap Pure Next Gen with Feature Pack enabled 
• Cynap Bridge 

 
The following Visualizer systems are supporting DHCP option 43, and manually entered URL 
of vSolution Link Pro server in their settings: 

• VZ-2.UHD 
• VZ-3neo.UHD 
• VZ-8neo.UHD 
• VZ-8.UHD 

 
With default settings, listening the DHCP option is enabled. 
 
IMPORTANT - Before you start 
The DHCP server components are security-critical. Changes to these settings must only be 
made by individuals who have: 

• The necessary permissions and access rights 
• The required expertise 
• Fully understand the implications. 

If these requirements are not met, delegate the task to the responsible and appropriate 
administrator in your organization to ensure that the correct settings are configured. 
WolfVision accepts no liability for any misconfiguration or resulting issues. 
WolfVision does not provide any support for your DHCP server. 
The configuration and maintenance of your DHCP server are solely the responsibility of your 
organization. 
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Prerequisites 
o Access to the DHCP server 
o Administrative privileges 
o A running vSolution Link Pro deployment 

4.5.1. DHCP Option 43 -Vendor-Specific Information 

DHCP Option 43 is used by a DHCP server to provide vendor-specific configuration data to 
clients. Unlike standard DHCP options, its content is not predefined and is typically structured 
using a vendor-defined format, most commonly based on a TLV (Type–Length–Value) 
encoding. 
Option 43 can be used together with DHCP Option 60 (Vendor Class Identifier); however, 
Option 60 is optional. The DHCP server may use it or other classification mechanisms to deliver 
specific configuration data based on the client type. 
 
Functionality 
The DHCP server evaluates this identifier (if present) or applies other matching criteria. 
Based on this evaluation, the server may include Option 43 in its response. 
The client parses the vendor-specific data according to the vendor-defined format and applies 
the configuration. 
Option 43 includes provisioning the server addresses (IP or URL) 
Optionally, the client may identify itself using Option 60 (Vendor Class Identifier). 
 
Advantages 

• Vendor-Specific Flexibility  
Allows implementation of custom configuration structures beyond standard DHCP 
options. 

• Automated Device Provisioning  
Enables zero-touch deployment by providing essential configuration data during DHCP. 

• Integration with Device Identification  
Can be combined with Option 60 or other classification mechanisms to deliver targeted 
configurations. 

• Centralized Management  
All vendor-specific parameters can be managed centrally on the DHCP server. 

• Efficient Deployment at Scale  
Supports large environments by automating configuration without manual intervention. 
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Example 1 
IP:172.23.20.15 

 
0x02 = Type Cynap Devices (defined by WolfVision) 
0x0C = decimal 12 in hex = length of the IP address (172.23.20.15 => 12 Bytes) 
Full string: 02 0C 31 37 32 2E 32 33 2E 32 30 2E 31 35 
 
Please note 
In certain environments, "https://" should be added upfront: 
Means for this example the full string would be: 02 14 68 74 74 70 73 3A 2F 2F 31 37 32 2E 
32 33 2E 32 30 2E 31 35 
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Example 2 
URL: vlinkpro.wolfvision.com 

 
0x02 = Type Cynap Devices (defined by WolfVision) 
0x17 = decimal 23 in hex = length of the URL (vlinkpro.wolfvision.com = 23 Bytes) 
Full string: 02 17 76 6C 69 6E 6B 70 72 6F 2E 77 6F 6C 66 76 69 73 69 6F 6E 2E 63 6F 6D 
 
Please note 
In certain environments, "https://" should be added upfront: 
Means for this example the full string would be: 02 1F 68 74 74 70 73 3A 2F 2F 76 6C 69 6E 
6B 70 72 6F 2E 77 6F 6C 66 76 69 73 69 6F 6E 2E 63 6F 6D 
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4.5.2. DHCP Option 60 - Vendor Class Identifier 

DHCP Option 60, known as the Vendor Class Identifier, is used by DHCP clients to identify 
themselves to a DHCP server. It is transmitted by the client during the DHCP Discover and 
Request phases and contains a vendor-defined string, typically including information such as 
manufacturer, device type, or firmware version. 
Unlike other DHCP options, Option 60 does not directly carry configuration data. Instead, it 
enables classification of clients, allowing the DHCP server to apply differentiated configuration 
logic based on the client type. 
 
Functionality 

• The client includes a Vendor Class Identifier (Option 60) in its DHCP messages. 
• The DHCP server evaluates this identifier. 
• Based on the value, the server can apply specific configurations, such as:  

assigning different IP address pools  
delivering specific DHCP options  
providing vendor-specific parameters (e.g., via Option 43) 

Advantages 
• Device Classification  

Enables reliable identification of device types or vendors within a network. 
• Automated Provisioning  

Supports automatic delivery of device-specific configurations (e.g., provisioning servers, 
management endpoints). 

• Centralized Configuration Management  
Allows administrators to manage and apply configurations centrally via DHCP policies. 

• Scalability 
Facilitates efficient handling of heterogeneous environments with multiple device 
types. 

• Flexibility 
As the identifier is vendor-defined, it can be adapted to various deployment and 
integration scenarios. 

 
Example Cynap Pure, running on firmware v1.62i: 
WolfVision,Cynap-Pure,V1.62i 
 
Please note 
To verify the Vendor Class Identifier (DHCP Option 60), a network capture tool such as 
Wireshark can be used. 
Apply the following display filter: 
dhcp.option.vendor_class_id 
The Vendor Class Identifier string is transmitted by the client during the DHCP Discover phase 
and will be visible in the captured packets. 
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Example 
Open DHCP settings of your server: 

 
“Right click” on your server and Define Vendor Class. 
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Add a new class. 
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Define a display name, e.g. "Cynap Pure", to create a vendor class for the Cynap Pure model. 
The string contains: WolfVision,Cynap device model,firmware version number (no spaces in 
between). 
In this example: WolfVision,Cynap-Pure,V1.62i 
 

 
“Right click” on your server again and Set Predefined Option. 
 



 

September 2026 31 Version  

WolfVision GmbH
Oberes Ried 14
A-6833 Klaus / AUSTRIA

Tel. +43-5523-52250
Fax +43-5523-52249

E-Mail: wolfvision@wolfvision.com

  

www.wolfvision.com

 
Select your defined vendor class and add a new Option 
 

 
Name the Option, select “Binary” as your data type and use “2” as the code type. This represents 
the ID from the Cynap. 
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Navigate to “Scope Options” in the menu tree on the left, and select “Configure Options”. 
(to open the option menu "right click" on the blank area on right hand side) 
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Open the “Advanced” tab to get the previously defined vendor classes listed. Select the desired 
class and enter the IP address of your server.  
“Apply” the changes and click on “OK” 
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You can now add a unique vendor class for each Cynap device, allowing you to manage each 
device individually. When DHCP Option 60 is configured, there is no need to create Option 43, 
as Option 60 automatically handles this. 
Important 
Whenever a firmware update has been performed, the vendor class identifier will be changed. 
The DHCP Option 60 settings must be adapted accordingly to the new version number. 
 
Please note 
The following Cynap systems are supporting DHCP option 43, DHCP option 60, and manually 
entered URL of vSolution Link Pro server in their settings: 

• Cynap 
• Cynap PRO 
• Cynap Core 
• Cynap Core PRO 
• Cynap Pure 
• Cynap Pure Pro 
• Cynap Pure Receiver 
• Cynap Pure SDM 
• Cynap Pure Mini 
• Cynap Videobar 
• Cynap Pure Next Gen 
• Cynap Pure Next Gen with Feature Pack enabled 
• Cynap Bridge 

 
The following Visualizer systems are supporting DHCP option 43, and manually entered URL 
of vSolution Link Pro server in their settings: 

• VZ-2.UHD 
• VZ-3neo.UHD 
• VZ-8neo.UHD 
• VZ-8.UHD 

 
With default settings, listening the DHCP option is enabled. 
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5. On-Premise or Management Hub 

The vSolution Link Pro is a web server application and needs to be installed, preferred on a 
server to ensure 24/7 availability. 
Keep your company SSL certificate ready to allow proper HTTPS access. 

5.1. Hosted On-Premise (Local Installation) 

When the application is hosted on-premise, this server, all Cynap and Visualizer systems and 
also the third party devices (desktops, workstations, tablets) have to be in the same Ethernet 
network. 

5.2. Hosted with Management Hub (Cloud Installation) 

When the application is hosted with enabled Management Hub feature, Cloud supported 
devices can be managed additionally. 

 
 
Supported WolfVision Cynap systems in Management Hub: 

• Cynap 
• Cynap Pro 
• Cynap Core 
• Cynap Core Pro 
• Cynap Pure 
• Cynap Pure Pro 
• Cynap Pure Receiver 
• Cynap Pure SDM 
• Cynap Videobar 

 
For full compatibility, keep installed firmware version of all your devices up to date. 
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6. Server Installation (Windows IIS) 

The vSolution Link Pro is a web server application and needs to be installed, preferred on a 
server to ensure 24/7 availability. 
Different versions of IIS may vary slightly, the following steps are describing the installation on 
a Windows Server 2019 Datacenter (OS build 17763.1131) with .NET Core Hosting Bundle 
version 8.0.11. The installation on other versions may vary. 
vSolution Link Pro is delivered with a standard web.config, which can be adopted, depending 
on your needs. 
Note additional settings for using Management Hub (cloud access) feature. 

6.1. Download the installation files 

Download the zip archive vSolutionLinkPro_WebServer_IIS.zip from the support section of our 
homepage and unpack it. 

6.2. Add IIS functionality 

Open the Server Manager Dashboard and Add Roles and Features: 

 
Important 
WebDAV role should stay disabled for vSolution Link Pro server for full functionality. 
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6.3. Select WebServer (IIS) 
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6.4. Select WebSocket Protocol 

Application Development, sub item of IIS Web Server 
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6.5. Prepare file structure 

Copy the unzipped folder vSolutionLinkPro_WindowsServer_IIS to c:\inetpub\wwwroot 

 
Change properties to manage permissions of the IIS to allow full control 
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6.6. Start Internet Information Services (IIS) Manager 
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6.7. Setup IIS 

Manage sites of IIS and add the physical path 

 
Restrict access to https and check the used port. 
This setting is required prior activating Management Hub feature and to enable firmware 
updates. 
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Define your valid SSL certificate for proper https connection. 
This setting is mandatory for firmware updates and when using Management Hub feature. 

 
Change .NET CLR version in Basic Settings to "No Managed Code" 
Change Managed pipeline mode to “Integrated”. 
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Change Start Mode in Advanced settings to "AlwaysRunning" to allow 24/7 operation 

Change Idle Time-out (minutes) in Advanced settings to "0" 
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Please note 
When the IIS is running OnDemand, it stops when: 

• No vSolution Link Pro window is opened in a browser window at any client 
• No Management Hub connection is opened 
• No device uses calling home. 

Adapt Regular Time Interval (minutes) in Advanced settings according to your needs. 
During the recycle process, the server is stopped and vSolution Link Pro is not accessible, and 
all devices will be rediscovered automatically. 

 
"0" means that the IIS Application Pool is never recycled automatically. If it should be necessary 
to recycle the server, a specific time can be defined (e.g. midnight), or it must be recycled 
manually. 
 
Please note 
When the IIS is running OnDemand, it stops when: 

o No vSolution Link Pro window is open in a browser window at any client 
o No Management Hub connection is open 
o No device uses calling home. 

 
When the Recycling Time Interval is set to anything else than "0", the server will recycles in the 
defined interval. 
The default recycle interval of 1740 minutes (29 hours) may cause confusion because the 
application becomes unavailable every 29 hours. 
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7. Installing .NET Core Windows Server Hosting 

Install the .NET Core Hosting Bundle. 
The application was tested with .NET version 8.0.11: 
https://dotnet.microsoft.com/en-us/download/dotnet/thank-you/runtime-aspnetcore-
8.0.11-windows-hosting-bundle-installer 
 
For further details about IIS, please visit: 
https://docs.microsoft.com/en-us/aspnet/core/host-and-deploy/iis/?view=aspnetcore-8.0 

7.1. Stop and restart 

Start and restart the service at Application Pool Tasks at IIS Manager. 
  

https://dotnet.microsoft.com/en-us/download/dotnet/thank-you/runtime-aspnetcore-8.0.11-windows-hosting-bundle-installer
https://dotnet.microsoft.com/en-us/download/dotnet/thank-you/runtime-aspnetcore-8.0.11-windows-hosting-bundle-installer
https://docs.microsoft.com/en-us/aspnet/core/host-and-deploy/iis/?view=aspnetcore-8.0
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8. Access the application 

To access vSolution Link Pro, open the browser of the workstation and enter the IP address, or 
URL of the server. 
Initial access via HTTP allows you to configure the application.  
However, for production use, HTTPS with a valid certificate configured in IIS Manager must be 
used. 
 
Example URL http://192.168.0.1:80 or http://my_vSolutionLinkProServer 
Example URL https://192.168.0.1:443 or https://my_vSolutionLinkProServer 
 

 
For security reasons, the default password has to be changed at first login. 
Please note, after inactivity of 30 minutes, you will be logged out automatically. 
 
Important 
To have all features enabled, secure HTTPS access is mandatory. 

8.1. Device Requirements 

To access the devices, they have to be online and reachable! 
Cloud-connected devices (Management Hub) are keeping a secure websocket connection 
(WSS) open to allow managing. 
E.g. Cynap devices will disable their LAN ports when powering down by default and can be 
powered up by using the Wake on LAN functionality. For network infrastructures with blocked 
Wake on LAN, use power down mode Power Save to keep the LAN port of your Cynap system 
active. 
Depending on network infrastructure and due to multiple network ports, IP routing has to be 
specified to route the network traffic. 
When using WolfVision Visualizer devices, use power down modes Normal or ECO to keep the 
LAN port active. 
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8.2. First Login - Change Password (“admin” at initial start) 

When you login the first time, the password must be set: 

 
When the blank Windows server IIS page should be opened, check the used ports and restart the 
server. 
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8.3. Pay Attention 

The application must be hosted on HTTPS to enable all features. Otherwise, Management Hub 
will not functioning, and firmware updates will fail - for details see enabling HTTPS). 
Changing the network configuration may result in an invalid certificate, and/or altered firewall 
behaviour, which can lead to partial or complete loss of access. If this happens, verify that the 
certificate is still valid and check whether the firewall configuration needs to be adjusted. 
When the blank Windows server IIS page should be opened, check the used port and restart 
the service. 
 
IMPORTANT 
The application will be started in Free version and is limited to maximum 50 devices. 

After initial login the Disaster Key must generated. Store it securely and separately from the 
server. 
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Enable the Premium version in the About dialog - for details see Information / About). 
Once Premium features have been activated, the 50-device limit is removed. In addition, the 
Premium version enables support for Active Directory (AD) and Microsoft Entra ID user 
accounts. 
To use this feature, select the desired authentication method in Settings. Please note that the 
corresponding Active Directory or Microsoft Entra ID infrastructure must already be available 
and properly configured.  
After enabling the authentication provider, you can configure users and permissions under: 

• Configuration / Roles 
• Configuration / Users 

8.4. Activate Management Hub (optional, depending on setup) 

The Management Hub for Cloud support needs to be enabled in the setting at initial start: 
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9. Updating vSolution Link Pro 

To update the application, backup the old version, install the new version, and copy the old 
data. 
Default folder is: c:\inetpub\wwwroot\vSolutionLinkPro\. If using a different folder name, 
adapt the following steps accordingly. 

1. Download the new version of vSolutionLinkPro_WebServer_IIS.zip from the support 
section at: www.wolfvision.com 

1. Unpack the zip file. 
2. Stop the service of the currently running vSolution Link Pro at the IIS Manager. 
3. Rename the folder \vSolutionLinkPro\ to \vSolutionLinkPro_BACKUP\ 
4. Copy the entire content of the unzipped vSolutionLinkPro_WebServer_IIS.zip to 

c:\inetpub\wwwroot\ 
5. Copy the entire content of \vSolutionLinkPro_BACKUP\Data\ to 

\vSolutionLinkPro\Data\ 
6. Set permission of the folder to allow full control for the IIS, by changing the properties. 
7. Start the service of vSolution Link Pro at the IIS Manager. 

Please note 
Please be aware that the service needs to be stopped in order to perform the update. Therefore, 
the execution must be scheduled in advance. 

9.1. Updating from version v1.9.5 (or earlier) 

• Review the system requirements before updating your server, particularly TPM and 
HTTPS requirements, including the need for a valid TLS certificate. 

• After the update, check the Information / System Check dialog during the first startup 
and create the Disaster Recovery Key by clicking the fix button. 
Store the Disaster Recovery Key in a secure location. It should be kept separately from 
the vSolution Link Pro server and remain accessible in case disaster recovery is required. 

• Please also note that Microsoft Entra ID and Active Directory are supported starting 
with version 2.0.0. 

  

https://www.wolfvision.com/
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9.2. Updating from version v1.8.0 (or earlier) 

When vSolution Link Pro version 1.8.0, or earlier was installed previously, the application pool 
has to be modified. 
 
Set Enable 32-Bit Applications to "False" 
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Change Start Mode in Advanced settings to "AlwaysRunning" to allow 24/7 operation 

Change Idle Time-out (minutes) in Advanced settings to "0" 
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Please note 
When the IIS is running OnDemand, it stops when: 

• No vSolution Link Pro window is opened in a browser window at any client 
• No Management Hub connection is opened 
• No device uses calling home. 

Check the settings files web.config and appsettings.json 
Verify web.config (will be found in the root folder of the IIS), hostingmodel has to be set to 
"inprocess". 

 
The setting "InProcessHostingModel" in the file appsettings.json is obsolete since vSolution 
Link Pro v1.9 and later. 
This setting is ignored and has no effect anymore. 
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10. Move from Desktop Installation to IIS Installation 

To move all data from a former desktop installation to a server installation, ensure that 
vSolution Link Pro is properly installed on the IIS server. 
Before transferring the license, export existing templates from the old desktop installation using 
the Transfer Key of the destination server. 
After copying the data and starting the new server, complete the license transfer and enter the 
license key. An active Internet connection is required.  
 
The porting process itself is similar to an application update. 

10.1. Steps 

A fresh installation of vSolution Link Pro on the server with identical version number than the 
former desktop installation is strongly recommended. 
By continuing with the following steps, all the data of the vSolution Link Pro installation on the 
NEW server get lost. Ensure the installation on the new IIS server is fresh and unused. 

1. If you need to continue using existing templates, export them on the OLD server 
installation, and use the Transfer Key of the destination server during the export 
process. This ensures that the templates can be imported successfully on the target 
server. 

2. Initiate the license transfer on the OLD server to move the Premium license to the new 
server by de-activating the license.  
This step is not required for the Free version. 

3. Stop the vSolution Link Pro server at the IIS Manager. 
4. Delete all files and subfolders of the `Data` folder on your NEW IIS installation.  

Default path:  
 C:\inetpub\wwwroot\vSolutionLinkPro\ 

5. Copy the entire contents of the `Data` folder from your OLD desktop installation. 
Default path:  
Windows desktop installation (hidden folder)   
 C:\ProgramData\WolfVision\vSolution Link Pro\  
MacOS desktop installation  
 /Library/Application Support/WolfVision/vSolution Link Pro/ 

6. Paste the files into the `Data` folder of your IIS installation.  
Default path:  
 C:\inetpub\wwwroot\vSolutionLinkPro\ 

7. Check permission of the `Data` folder on the NEW server to allow full control for the 
IIS (see section 6.5 of this document) 

8. Check and adapt listed paths in the files:  
- appsettings.json  
- serilog.json  
- serilog.default.json  
Default path on IIS:   
 C:\\inetpub\\wwwroot\\vSolutionLinkPro\\Data\\ 

9. Start the vSolution Link Pro at the IIS Manager on the NEW server.  
All settings and data of the former Desktop installation are transferred to the new IIS 
server, including login credentials. 

10. To complete the license transfer on the NEW server transfer the license and enter the 
license key on the NEW server.  
This step is not required for the Free version. 
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11. To import templates from the old server, ensure that the Disaster Recovery Key from 
the OLD server is available. 

10.2. Important 

An active Internet connection is required to transfer the license. 
Doublecheck all listed paths in the files: 

o appsettings.json 
o serilog.json 
o serilog.default.json 

Replace all occurrences of 
C:/ProgramData/WolfVision/vSolution Link Pro/ 
to 
C:\\inetpub\\wwwroot\\vSolutionLinkPro\\Data\\ 
(If a custom IIS installation path is used, adjust the path accordingly.) 
 
Please note 
In case the old desktop installation is running on an older version, update it first! 
Do not run desktop installation on a server! 
In case the templates have not been exported, use the Disaster Recovery Key from the OLD 
desktop installation to allow importing them on the NEW server. 
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11. Move to another IIS server 

To move all data from the old server to the new server, ensure that vSolution Link Pro is 
properly installed on the new IIS server. 
After starting the new server, complete the license transfer and enter the license key. An active 
Internet connection is required. 
For template import, the Disaster Recovery Key of the old IIS server must be available. If the 
templates were not exported, use this key during import. 
Check every path in appsettings.json and adapt it to the new server.  
The porting process itself is similar to an application update. 

11.1. Steps 

A fresh installation of vSolution Link Pro on the server with identical version number than the 
old installation is strongly recommended. 
By continuing with the following steps, all the data of the vSolution Link Pro installation on the 
NEW IIS server get lost. Ensure the installation on the new IIS server is fresh and unused. 

1. Initiate the license transfer on the OLD server to move the Premium license to the new 
server by de-activating the license.  
This step is not required for the Free version. 

2. If you need to continue using existing templates, export them on the OLD desktop 
installation, and use the Transfer Key of the destination server during the export 
process.  
This ensures that the templates can be imported successfully on the target server. 

3. Initiate the license transfer on the OLD desktop installation to move the Premium 
license to the new server by de-activating the license.  
This step is not required for the Free version. 

4. Stop the vSolution Link Pro server at the IIS Manager on your NEW server. 
5. Delete all files and subfolders of the `Data` folder on your NEW IIS installation.  

Default path:  
 C:\inetpub\wwwroot\vSolutionLinkPro\ 

6. Copy the entire content of the `Data` folder from your OLD IIS server.  
Default path:  
 C:\inetpub\wwwroot\vSolutionLinkPro\ 

7. Paste the files into the `Data` folder of your NEW IIS installation.  
Default path:  
 C:\inetpub\wwwroot\vSolutionLinkPro\ 

8. Check permission of the `Data` folder on the NEW server to allow full control for the 
IIS (see section 6.5 of this document) 

9. Start the vSolution Link Pro at the IIS Manager on the NEW server. 
10. All settings and data of the former Desktop installation are transferred to the new IIS 

server, including login credentials. 
11. To complete the license transfer on the NEW server transfer the license and enter the 

license key on the NEW server.  
This step is not required for the Free version. 

12. To import templates from the old server, ensure that the Disaster Recovery Key from 
the OLD server is available. 
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11.2. Important 

An active Internet connection is required to transfer the license. 
Doublecheck all listed paths in the files: 

o appsettings.json 
o serilog.json 
o serilog.default.json 

Check all listed paths and correct it accordingly. 
Default path: C:\\inetpub\\wwwroot\\vSolutionLinkPro\\Data\\ 
 
Please note 
In case the old IIS server is running on an older version, update it first! 
Do not run desktop installation on a server! 
In case the templates have not been exported, use the Disaster Recovery Key from the OLD 
desktop installation to allow importing them on the NEW server. 
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12. Restoring Database Backup 
To restore a backup of the database, ensure that vSolution Link Pro is properly installed on the 
IIS server. 
The restoring process itself is similar to an application update, but only the database is 
considered and the application settings staying unchanged. 

12.1. Steps 

By continuing with the following steps, all the content of the current (live) database gets lost 
and replaced by the backup. 
 

1. Stop the vSolution Link Pro server at the IIS Manager. 
2. Rename the current MT.db file to old_MT.db on your server to enable undoing.  

Default path:  
C:\inetpub\wwwroot\vSolutionLinkPro\ 

3. Copy the desired backup from the backup folder (check the date).  
Default path:  
C:\inetpub\wwwroot\vSolutionLinkPro\Data\backups 

4. Paste the file into the `Data` folder and rename it to MT.db.  
Default path:  
C:\inetpub\wwwroot\vSolutionLinkPro\ 

5. Start the vSolution Link Pro at the IIS Manager.  
All data of the backed up database are restored, including login credentials. 

 
Please note 
The file extension ".db" is maybe hidden, depending on the settings of your Windows system. 
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13. TPM Fallback 
To ensure highest security level, the vSolution Link Pro requires an accessible TPM. 
As a fallback option, the TPM requirement can be bypassed. Any security risks resulting from 
this configuration are the responsibility of the local administrator. 
 
IMPORTANT 
Disabling TPM reduces seurity! 

13.1. Modify AppSettings.json 

Open Internet Information Services (IIS) Manager and stop the site in the Application Pool. 
Open the settings file with a text editor: 

Default path:  
C:\inetpub\wwwroot\vSolutionLinkPro\Data 

 
Modify the line and enter "true": 
"AllowTpmFallback": false, 

13.2. Modify Application Pool of your IIS 

Go back to the Internet Information Services (IIS) Manager. 
Open Advanced Settings of the site and change "Load User Profile" to True 

13.3. Adapt permission of the folder 

Open the File Explorer and grant the user Full Control permissions to the folder. 

Default path:  
C:\inetpub\wwwroot\vSolutionLinkPro\Data\wwwroot\hosted-web-ui 

13.4. Start the Application 

Return to Internet Information Services (IIS) Manager and start the Site in the Application Pool. 
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14. Troubleshooting 
This list covers the most common issues and offers guidance for troubleshooting. 
Although it cannot cover every scenario, it can help you quickly narrow down the cause of a 
problem. 

14.1. AD and Microsoft Entra ID not available 

• AD and Microsoft Entra ID is supported by the Premium version only.  
(setting is not available in the free version). 

14.2. Application is not starting 

• Check if the selected port is already in use by another third-party application.  
Disable the third-application. 

• Verify that the site binding is configured correctly. 

14.3. Application not proper working 

• The application does not have the required permissions to access the data folder. 

14.4. Application is not accessible from another client 

• Check the firewall. 

• Check network configuration. 

14.5. Database not proper working 

Keep in mind, when downgrading to an earlier version of the application and/or device the 
database, templates, backups are not fully backward compatible and may not proper working 
anymore. 

14.6. Devices cannot be discovered 

• Check all configuration discovery settings. 

• Check firewall settings. 

• Check network configuration. 

• The free version supports a maximum of 50 devices. If this limit is exceeded, additional 
devices are hidden and cannot be accessed.  
Verify that the number of devices does not exceed the supported limit when running 
the free version.  
In the free version, a warning message is displayed in the Devices menu when 50-
device limit is exceeded.  
(To check your current plan, open the application's About dialogue.) 

14.7. Devices cannot be powered up 

• Check all configuration settings. 

• Check firewall settings. 

• Check network configuration. 

• Wake-on-LAN (WoL) uses broadcast packets, which are typically limited to a single 
subnet. Therefore, WoL is disabled by default in the configuration settings. 
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14.8. DHCP Option 43 / 60 

• Check the settings of your Cynap or Visualizer systems. 

• Check entries on your DHCP server, double check with capturing tools like Wireshark. 

• Add the protocol (https://) to the address. 

14.9. Backup restore not successful, previous settings will be restored 

• Check the firewall. 

• Check the hosting address in the configuration settings. 

• Check server hosting settings (Binding) 

• Check the status in System check 

• Check if the backup was created from the same device (check serial number). 
Cross-device backup upload is not supported, including between Cynap Pure Next Gen 
systems with and without Feature Pack. 

Depending on template content, Cynap system must be able to connect to the server for 
verification. 

The verification check is performed to help prevent you from being locked out. This check can 
be disabled in the configuration settings. 

14.10. Firmware update not successful (not counting up) 

• Check if secure connection (https) is enabled in the configuration settings. 

• Check the hosting address in the configuration settings. 

• Check if the certificate meets all requirements. 

• Check the firewall settings. 

14.11. Firmware repository not up to date 

• Check configuration settings to allow automated download of the necessary firmware 
files from the WolfVision homepage. 

• Check internet connection 

14.12. Template cannot be imported on another vSolution Link Pro server 

With Cynap Pure Next Gen, and Cynap Bridge, security has been enhanced. These devices 
only support the upload of encrypted templates. 

• Export the template on the source-server, select Different Instance and input the 
Transfer Key of the target server.  
As last option, use the Disaster recovery key of the source-server that was backed up 
during installation. 

Important: The administrator who installs the application is responsible for securely storing the 
Disaster Recovery Key! 
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14.13. Template upload not successful, previous settings will be restored 

• Check the firewall. 

• Check the hosting address in the configuration settings. 

• Check if the template was created from the same device model (ideally running the 
same firmware version). Cross-platform template upload is not supported, including 
between Cynap Pure Next Gen systems with and without Feature Pack. 

Depending on template content, Cynap system must be able to connect to the server for 
verification. 

The verification check is performed to help prevent you from being locked out. This check can 
be disabled in the configuration settings. 

14.14. TPM module not accessible 

• Check if your system is providing TPM support 

Write access to TPM module is required. Please ensure that the executing user has sufficient 
permissions. 
On IIS, using a dedicated service account may be an option. As a last resort, enabling 
'AllowTpmFallback' in appsettings.json will allow you to proceed.  
However, this is less secure and NOT recommended. If this is already enabled, you may also 
need to enable 'Load User Profile' setting in application pool. 
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