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1. About this Guide

This document explains the setup of vSolution Link Pro application by WolfVision on a
Windows IIS server.

2. Copyright

Copyright © by WolfVision. All rights reserved.
WolfVision, Wofu Vision and Ik f& # # are registered trademarks of WolfVision Center
GmbH, Austria.

The software is the property of WolfVision and its licensors. Any reproduction in whole or in
part is strictly prohibited.

No part of this document may be copied, reproduced, or transmitted by any means, without
prior written permission from WolfVision except documentation kept by the purchaser for
backup-purposes.

In the interest of continuing product improvement, WolfVision reserves the right to change
product specifications without notice.
Information in this document may change without prior notice.

Disclaimer: WolfVision shall not be liable for technical or editorial errors or omissions.

Use of Trademarks, Registered Trademarks, and other Protected Names and Symbols

This manual may make reference to trademarks, registered trademarks, and other protected
names and/or symbols of third-party companies not related in any way to WolfVision.

Where they occur these references are for illustrative purposes only and do not represent an
endorsement of a product or service by WolfVision, or an endorsement of the product(s) to
which this manual applies by the third-party company in question. Regardess of any direct
acknowledgement elsewhere in the body of this document, WolfVision hereby acknowledges
that all trademarks, registered trademarks, service marks, and other protected names and/or
symbols contained in this manual and related documents arethe property of their respective
holders.
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3. System Requirements
Windows Web Services (IIS Internet Information Server)

As vSolution Link Pro is a web server application, it can be accessed by any modern fully HTML5
compatible browser of a third -party device in the local network.

To use all features the application provides, it has to be installed as IIS (Internet Information
Server). Email credentials, SSL certificate, Internet access and 24/7 server availability are also
required.

The software (64bit application) can beinstalled on following operating systems. The following
shows the minimum system requirements, more recommended:
1 Windows Server 2019 or newer

(all requirements according to Microsoft must be fulfilled)

T CPU minimum 1 Core with 2.60GHz (2 cores, or more recommended)
1 4GB RAM (8GB, or more recommended)
1 100GB minimum free disk space for firmware files (250GB, or more recommended)
9 Access to secure port (e.g. 443, https default)
9 Server address (IP:port) has to be reachable via secure web socket (wss)
9 .NET Core Hosting Bundle, tested with version8.0.11
Please note

Latest updates recommended.

Earlier versions of operating systems are not tested and may not be supported.

Please note the required disk space for the local firmware repository, disk space of at least
20GB is recommended.

To access the devices, they have to be onlineand in the same network to be reachable! Pay
attention of correct network settings, especially when running in special network
environments.

Cynap systems will disable their LAN ports when powering down by default and can be
powered up by using the Wake on LAN functionality. For network infrastructures with blocked
Wake on LAN, use power down mode Power Save to keep the LAN port of your Cynap ative.
When using WolfVision Visualizer devices, use power down modes Normal or ECO to keep the
LAN port active. Certain Visualizer models are supporting Wake on LAN (check power down
mode of connected Visualizer).

An incorrect system time may cause network connection to fail, the use of a valid timeserver
recommended.

3.1. Custom Email-Provider

Valid custom email-provider credentials arerequired when enabling:
1 2-factor authentication

Management Hub

Event log Email notification

Box Replacement

Password resef.

= =4 =4 =9

" If no custom provider is set, the integrated Sendgrid account will be usedfor sending Emails

3.2. SSL certificate b prerequisite for enabling Management Hub

A valid SSL certificate is required when restrictingthe access to https.
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3.3. Firewall Rules

Ensure that all necessary ports, servicesand IP addresses are available and not blocked by your
firewall (external and personal).

Acknowledgements ("ACKs") of TCP packets are not considered in the following table in order
to be able to illustrate the direction of the data packets. Since acknowledgements are usually
sent back via the same TCP port, the other direction shall not be blaked to ensure smooth
functioning.

On certain systems, you have to set a rule to allow the application
WolfVision.MgmtTool.Api.exe for full functionality.

Function / Port Tvpe Inbound / Descrintion
Application yp Outbound P

vSolution Link Pro

Wake On LAN 719 UDP Inbound /  Wake On LAN B Usually port 7 is
Outbound used for sending the magic packet
DNS 53 TCP /UDP  Inbound /  DNS D This port will be used for
Outbound Domain Name System. If this port is
blocked, DNS service are not
available
http, Cynap control 80 TCP Inbound [/  Thisis the default port to connect to
Outbound the web interface (httpd) of

vSolution Link Pro. Of this port is
blocked, connection cannot be

established
https, SSL, e.g. Cloud 443 TCP Inbound /  This is the default port to connect to
Service, Cynap Outbound web interface (https) of vSolution
control Link Pro. If this port is blocked,
connection cannot be established.
SMTP 587 SMTP Outbound Mail Server D Port for
communication with SMTP server.
Discovery Multicast 50000 UDP Inbound This port is used for device

discovery all available Cynap and
Visualizer in the network by
vSolution applications (uses
Multicast IP address
239.255.255.250). If this port is
blocked, device discovery is not
possible

Device Discovery 50913 UDP Inbound This port is used for device
discovery. If this port is blocked,
device discovery is not possible.

For control purposes 50915 TCP Inbound / This port is used for -control

Outbound purposes. If this port is blocked, no

control is possible
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3.4. DHCP option 43 (or 60)

To allow the devices to register fully automated, set the DHCP option 43 (or 60) at the DHCP
server in your network environment.

This option is used by clients and servers to exchange vendor specific information.

The setting can be set for one or more scopes (ScopeOptions) or for the entire server (Server
Options).

Different versions of DHCP server operating systemsvary, the following steps are describing
setting up on a Windows Server 2019 Datacenter.

8° X« E-A3 &, $; °° K NJ° -« J«T ~XBXN° 72%$-«Z

8°0° -« ZW z-3% z?2X3®/EXZ® 8°° -« ZY

File Action View Help

o= 2@ G= HmE &

@ DHeP Option N
* i d:0£0"|sl'\-f01 2] 003 Ro
v B IPv 1] 006 DN

v [ ] Scope [192.168.247.0] Consulting/Service
£t Address Pool
@ Address Leases
&| Reservations

., Scope Options

J Policies Configure Options...
z Server Options View ,
| Policies
¥l Filters Refresh
B 1PV Export List..
Help
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Example with IP 192.168.246.5

Scope Options ? *

General Advanced

Available Options | Descriptior ~

[ 040 NIS Domain Name Name of N

[J 041 NIS Servers Addresses

[ 042 NTP Servers Addresses

043 Vendor Specific Info Embeddedid

—Data entry

Data: Binary: ASCII:
oooo \g_Sj \g_g] 31 39 32 2E 31 36 . .192.1%6
ooos 32 34 36 2E 35 8.246.5

0x02 = Type Cynap Devices (defined by WolfVision)
0x0D = decimal 13 in hex = length of the IP address (4 octets, inclusive dots)
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Example with URLvlinkpro .wolfvision.com

Scope Options ? *

General Advanced

Available Options

| Descriptior ~
[ 040 NIS Domain Name Name of N
[J 041 NIS Servers Addresses
[ 042 NTP Servers Addresses
.
< >

— Data entry

Data: Binary: ASCII:

0000 02 17 76 6C 69 6E 6B 70 . .wlinkp
ooo8 72 6F 2E 77 6F 6C 66 76 ro.wolfw
0010 69 73 69 6F 6E 2E 63 6F ision.co
0018 eD

m

0x02 = Type Cynap Devices (defined by WolfVision)
0x17 = decimal 23 in hex = length of the URL
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Please Note

The following Cynap systemsare supporting DHCP option 43, DHCP option 60, and manually
entered URL of vSolution Link Pro server in their settings:

1 Cynap

Cynap PRO

Cynap Core

Cynap Core PRO
Cynap Pure

Cynap Pure Pro
Cynap Pure Receiver
Cynap Pure SDM
Cynap Pure Mini

=4 =4 =4 -4 4 4 - -4

The following Visualizer systemsare supporting DHCP option 43, and manually entered URL
of vSolution Link Pro server in their settings:

T VzZ-2.UHD
T Vvz-8.UHD
1 VZ-3neo.UHD
T VZ-8neo.UHD

With default settings, listening the DHCP option is enabled.
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4. On-Premise or Management Hub

The vSolution Link Pro is a web server application and needs to be installed, preferred on a
server to ensure 24/7 availability.

4.1. Hosted On-Premise (Local Installation)

When the application is hosted on-premise, this server, all Cynap and Visualizer systems and
also the third party devices (desktops, workstations, tablets) have to be in the same Ethernet
network.

4.2. Hosted with Management Hub (Cloud Installation)

When the application is hosted with enabled Management Hub feature, Cloud supported
devices can be managed additionally.

Dedicated Vian
Building Internet Cloud-Tenant

=0
=0
1Hi=0

Inbound and Server YM

Layer 7 Outbound vSolution Link Pro
Outbound traffic only vibeun
(‘Qﬂ o0 (‘QNIK
&= & — EEl——
— - Firewall —
Firewall 11— 0
11=0

1Hi=0

= Server VM
whalution Link Pro saQL
== / S Azure aws

Supported WolfVision Cynap systems in Management Hub:
T Cynap

Cynap Po

Cynap Core

Cynap Core Ho

Cynap Pure

Cynap Pure Pro

Cynap Pure Receiver

Cynap Pure SDM

=A =4 =4 4 4 -8 -4

For full compatibility, keep installed firmware version of all your devices up to date.
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5. Server Installation (Windows 11S)

The vSolution Link Pro is a web server application and needs to be installed, preferred on a
server to ensure 24/7 availability.

Different versions of IIS may vary slightly, the following steps are describing the installation on
a Windows Server 2019 Datacenter (OS build 17763.1131) with .NET Core Hosting Bundle
version 8.0.11. The installation on other versions may vary.

vSolution Link Pro is delivered with a standard web.config, which can be adopted, depending
on your needs.

Note additional settings for using Management Hub (cloud access) feature.

5.1. Download the installation files

Download the zip archive vSolutionLinkPro_WindowsServer.zipfrom the WolfVision web page
and unpack it.

5.2. Add IIS functionality

Open the Server Manager Dashboard and Add Roles and Features

Fa Server Manager - x

Server Manager * Dashboard @ F Mansge ook

Add Roles and Features
Remove Roles and Feature
I Dashboard WELCOME TO SERVER MANAGER

Add Servers

B Local Server Create Server Group
#5 All Servers ) . _
- o Configure this local server Server Manager Properties
W§ File and Storage Services b J

‘QUICK START

2 Add roles and features
3 Add other servers to manage
WHAT'S NEW S
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups:1 | Servers total: 1
=m File and Storage = -
] 1 Local Server 1 [l All Servers 1
- Services 1 i
@ Manageability @ Manageability @ Manageability
Events Events Events
Performance Services Services
BPA results Performance Performance
BPA results BPA results

Important
WebDAV role should stay disabled for vSolution Link Pro server for full functionality.
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Fh Add Roles and Features Wizard

Before you begin

Installation Type

Server Selection

DESTIMATION SERVER
wyiis0.wolfvision-atintra

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website,

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static I[P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

< Previous | | Mext = |

Fh Add Roles and Features Wizard

Before You Begin

Server selection

DESTINATION SERVER

Select installation type s clvsion.at it

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (WDI) to create a virtual machine-based
or session-based desktop deployment.

| < Previous | | Next > ﬂ | Install | | Cancel |
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[ Add Roles and Features Wizard — O E
Select destination server a0t s tes

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool
() Select a virtual hard disk

Server Roles Server Pool
Faatures
Filter:
Name IP Address Operating System

01 .wolfwision.intra 10.10.20.43 Microsoft Windows Server 2019 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown,

| < Previous | | Mext = !i | Install | | Cancel

& Add Roles and Features Wizard - O X
5.3
DESTIMATION SERVER
Select server roles w1 woltision-atinra

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection |_| Active Directory Domain Services ~ Web Server (lIS) provides a reliable,
] Active Directory Federation Services man.age_able_l, and scalable Web
[] Active Directory Lightweight Directory Services application infrastructure.

Features

[] Active Directory Rights Management Services
[] Device Health Attestation
[] DHCP Server
[C] DNS Server
[] Fax Server
I [®] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
[ Hyper-v
[] Metwork Controller
[] Wetwork Policy and Access Services
[] Print and Document Services
[] Remote Access
[[] Remote Desktop Services
[] Volume Activation Services
el Server (11S)
[ "®Windows Deployment Services
[] Windows Server Update Services

< Previous | | Mext = | | Install | | Cancel
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Add features that are

required for Web Server (lI5)?

The following tocls are required to manage this feature, but do not

have to be installed on the

sdime SEnVer.

4 Web Server (115)
4 Management Tools

[Tools] 115 Management Console

Include management tools (if applicable)

Add Fean@ Cancel

www.wolfvision.com

% Add Reoles and Features Wizard

Select server roles

Before You Begin

Installation Type

Server selection

Features
Web Server Role (IIS)

Role Services

Confirmation

Select one or more roles to install on the selected server.

Roles

DESTIMATION SERVER
wyiis0_wolfvision-atintra

Description

|| Active Directory Domain Services
[] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation
[C] DHCP Server
[] DMS Server
] Fax Server
[ [®] File and Storage Services (1 of 12 installed)
] Host Guardian Service
[ ] Hyper-v
] Network Controller
[ Metwork Policy and Access Services
[ Print and Document Services
[] Remote Access
[] Remote Desktop Services
] Volume Activation Services
-
[] Windows Deployment Services
[ Windows Server Update Services

A Web Server (II5) provides a reliable,

manageable, and scalable Web
application infrastructure,

<Previuus||

| install || Cancel
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